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Today’s objectives 

Review malicious security (with abort)


Discuss commitments


Understand “rewinding” in simulation proofs


See a proof for a (slightly) less contrived protocol



…
A protocol  securely realizes a functionality  in the presence of a 
malicious (with abort) adversary if for every real-world adversary  

corrupting party , there exists an ideal-world adversary  (a 
simulator) such that for all inputs  the following holds: 

Π f
𝒜

i 𝒮i
x, y

RealΠ𝒜(x, y) ≈ Idealf
𝒮i

(x, y)

Ensemble of outputs of each party

Malicious Security (with abort)
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x Trusted 
Third Party

Malicious security with abort ideal-world execution

y

x continue, y′ 

f(x, y′ )

continuef(x, y′ )

honest party outputs
f(x, y′ )

adversary outputs… ?
whatever it wants
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ABORT

ABORT
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Real World Protocol

x

x

y

x ⊕ y
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Real World Protocol
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Real World Protocol

Output
Output
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Real World Protocol

Ideal World Protocol
Output

Output
Output

Output

Security is defined by 
comparing the outputs 

in these two worlds
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Real World Protocol

Ideal World Protocol
Output

Output
Output

Output

Output
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OutputOutput
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ABORT

OutputABORT 
with Output
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continue,x x

⊥
continue
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continue,x x

⊥
continue

OutputOutput
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Real World Protocol

Ideal World Protocol

Output

Output

Output

x

x
x y

x ⊕ y

x ⊕ y
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Real World Protocol
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0
x
continue,

continue

x
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0
x
continue,

continue

x

OutputOutput
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Commitment Scheme

Commitments are digital analog of a lock box
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Commitment Scheme

Commitments are digital analog of a lock box

I can put a message in the lock box and then give it to you
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Commitment Scheme

Commitments are digital analog of a lock box

I can put a message in the lock box and then give it to you

I can send you a key, allowing you to open the lock box
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Commitment Scheme

I am confident you cannot open the box without the key

Hiding
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Commitment Scheme

I am confident you cannot open the box without the key

Hiding

You are confident I cannot tamper with the content of the box
Binding



Commitment Scheme

com(x; r) Commitment to  with 
randomness 

x
r $← {0,1}λ



Commitment Scheme

com(x; r) Commitment to  with 
randomness 

x
r $← {0,1}λ

com(x; r) ≈ com(y; r) Computationally hiding



Commitment Scheme

com(x; r) Commitment to  with 
randomness 

x
r $← {0,1}λ

com(x; r) ≈ com(y; r)

x ≠ y ⟹ 𝒜 cannot find com(x; r) = com(y; r)
Perfectly Binding

Computationally hiding
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Example Functionality

x y
f(x, y) = x ⊕ y
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An even simpler functionality

f( ⋅ ) = { r | r $← {0,1} }
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An even simpler functionality

f( ⋅ ) = { r | r $← {0,1} }

b0
$← {0,1} b1

$← {0,1}

Attempt

b0
b1
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An even simpler functionality

f( ⋅ ) = { r | r $← {0,1} }

b0
$← {0,1} b1

$← {0,1}

Attempt

b0
b1
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An even simpler functionality

f( ⋅ ) = { r | r $← {0,1} }

b0
$← {0,1} b1

$← {0,1}

Attempt

b0
b1

Can choose  
based on 

b1
b0



33

An even simpler functionality

f( ⋅ ) = { r | r $← {0,1} }

b0
$← {0,1} b1

$← {0,1}

Attempt

b0
b1

Can choose  
based on 

b1
b0

Could have Bob 
choose first, but this 
just lets Bob cheat
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An even simpler functionality

f( ⋅ ) = { r | r $← {0,1} }

b0
$← {0,1} b1

$← {0,1}

Attempt

b0
b1

Can choose  
based on 

b1
b0

Use a 
commitment!
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f( ⋅ ) = { r | r $← {0,1} }

b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)
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f( ⋅ ) = { r | r $← {0,1} }

b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)

b1
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f( ⋅ ) = { r | r $← {0,1} }

b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)

b1

b0, r
c ?= Com(b0; r)
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f( ⋅ ) = { r | r $← {0,1} }

b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)

b1

b0, r
c ?= Com(b0; r)

abort b0 ⊕ b1

b0 ⊕ b1
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f( ⋅ ) = { r | r $← {0,1} }

b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)

b1

b0, r
c ?= Com(b0; r)

abort b0 ⊕ b1

b0 ⊕ b1

(b1 = 0 if Alice aborts)
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b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)

b1

b0, r
c ?= Com(b0; r)

abort b0 ⊕ b1
b0 ⊕ b1

continue; ∅
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b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)

b1

b0, r
c ?= Com(b0; r)

abort b0 ⊕ b1
b0 ⊕ b1

continue; ∅

s

s $← {0,1}
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b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)

b1

b0, r
c ?= Com(b0; r)

abort b0 ⊕ b1
b0 ⊕ b1

continue; ∅

b0
$← {0,1}

r $← {0,1}λ

c = Com(b0; r)

b1
s

s $← {0,1}
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b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)

b1

b0, r
c ?= Com(b0; r)

abort b0 ⊕ b1
b0 ⊕ b1

continue; ∅

b0
$← {0,1}

r $← {0,1}λ

c = Com(b0; r)

b1

Suppose b0 ⊕ b1 = s

s

s $← {0,1}
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b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)

b1

b0, r
c ?= Com(b0; r)

abort b0 ⊕ b1
b0 ⊕ b1

continue; ∅

b0
$← {0,1}

r $← {0,1}λ

c = Com(b0; r)

b1

b0, r
s

s $← {0,1}

Suppose b0 ⊕ b1 = s
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b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)

b1

b0, r
c ?= Com(b0; r)

abort b0 ⊕ b1
b0 ⊕ b1

continue; ∅

b0
$← {0,1}

r $← {0,1}λ

c = Com(b0; r)

b1

b0, r

output

Suppose b0 ⊕ b1 = s

s

s $← {0,1}



47

b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)

b1

b0, r
c ?= Com(b0; r)

abort b0 ⊕ b1
b0 ⊕ b1

continue; ∅

b0
$← {0,1}

r $← {0,1}λ

c = Com(b0; r)

b1

b0, r

output

output

s

s $← {0,1}

Suppose b0 ⊕ b1 = s
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b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)

b1

b0, r
c ?= Com(b0; r)

abort b0 ⊕ b1
b0 ⊕ b1

continue; ∅

s

s $← {0,1} b0
$← {0,1}

r $← {0,1}λ

c = Com(b0; r)

b1

Suppose b0 ⊕ b1 = s

b0, r

output

output

continue

s

s
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b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)

b1

b0, r
c ?= Com(b0; r)

abort b0 ⊕ b1
b0 ⊕ b1

continue; ∅

b0
$← {0,1}

r $← {0,1}λ

c = Com(b0; r)

b1
s

s $← {0,1}

What if  ?b0 ⊕ b1 ≠ s
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b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)

b1

b0, r
c ?= Com(b0; r)

abort b0 ⊕ b1
b0 ⊕ b1

continue; ∅

b0
$← {0,1}

r $← {0,1}λ

c = Com(b0; r)

b1

What if  ?b0 ⊕ b1 ≠ s

s

s $← {0,1}
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b0
$← {0,1} b1

$← {0,1}

r $← {0,1}λ
c = Com(b0; r)

b1

b0, r
c ?= Com(b0; r)

abort b0 ⊕ b1
b0 ⊕ b1

continue; ∅

b0
$← {0,1}

r $← {0,1}λ

c = Com(b0; r)

b1

What if  ?b0 ⊕ b1 ≠ s

s

s $← {0,1}

b′ 0
$← {0,1}

r′ 

$← {0,1}λ

Try again!!



Today’s objectives 

Review malicious security (with abort)


Discuss commitments


Understand “rewinding” in simulation proofs


See a proof for a (slightly) less contrived protocol


